The DSpace Courgéin introduction to users and groups

Module: An introduction to users and groups

Module overview:

This module will introduce the concept of users and groups in DSpace. Users require accounts to
be able to log in and submit or edit items. Logical collections of users can be placed in groups to
make administration easier. Some users have additional rights that let them administrate the
software. These concepts are explained in this module.

Users and groups are explainedmordRiS LIG K Ay (GKS Y2RdzZ S W' aSNJ YIyl 3
Fdzi KSYGAOF A2y Qo

Module objectives:

By the end of this module you will:
1. Understand why user accounts are required, and how to create a user account.
2. Understand what groups are and how they are created.
3. Know how to make a user account a DSpace administrator

4. Have created an initial ainistrative user

Note
C2NJ GKS LN} OGAOFf SESNDAASY LX SIFaS NBTSNI (2 &2da
following:

9 How to launch a terminal window and a web browser
1 What the path to [dspace] is

1 What the URL of your DSpace installation is
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The DSpace Courgéin introduction to users and groups

DSpace user accounts

al_ DSpace user accounts

D s |

= User accounts are required in order to grant
privileges to different users
» |f not logged in, you are considered to be an
anonymous user

= |f you have a user account, privileges can be
granted to you to allow you to interact with
DSpace

» Some users will be ‘administrators’ and have
access to all functions in DSpace

User accounts

User accounts are required in DSpace in order to allow DSpace to differentiate between users of
the software. There are different privileges that can be assigned to users:

1 Anonymous user

o Ifnotloggedin, usersof DSfc F NB O2yaARSNBR WhHy2yeyYz2dzd
such as viewing items are often given to the anonymous user so that anybody
can view the items.

M Normal user

0 Once logged in, normal users can be given privileges in order to allow them to
submit to different cdlections. Individual users can be given rights in certain
areas such as editing items in one particular collection.
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9 Administrator

0 Some users can be made administrators. They have full access to all functions
on all items in DSpace.
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Creating users
=L Creating users
|

= To create a user (self-creation)
Click on My DSpace link

Click on ‘New user? Click here to register’

Enter an email address and press ‘Register’

Follow the link in the email that is sent to you

Provide your name, telephone number, and a
password

= New users have no privileges

Creating users

This description of creating users relates to DSpace instances that are configured to use the in
0dzZAf 0 LI dag2NR | dZziKSYGAOFrGA2y adaeadaSy Ay 5{LJO
I dzi KSY GAOF A2y Q SELX IAYya K2g ns@tenizda S I yR O2y T

Users can register by following these steps:
1. CNRY GKS 5{LIOS FTNRYy:G LI 3ISs OtAO] 2y GKS tArAy
2. wk GKSNJ GKFEy €233Ay3 Ays asStsSO0d GKS tAy] WbSs
3. Enter an email addressintheboxp®®W R> | yR LINB&aa (KS WwS3IAadSNI

An automatic email will now be sent to the user. The user must follow the link contained in the
email to complete the registration process. An email is sent to the user in order to stop a
spammer creating hundreds o€eounts. Accounts can only be created by people with individual
email accounts.
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4. Click on the link in the email to go to the final registration pageviBle your first and
last names, and a contact telephone number, and enter and confirm a password. Once
this is done, pres¢/ 2 YLX SGS wSIAAGNI GA2Yy Q0

CKS dzaASNI 6Aff y26 KFE@BS Iy 002dzyi 6KAOK (KSe

A newly created default user will only have the same permissions that an anonymous user has.
See other modules refimg to collections to see how to grant submission rights to a usew

users will have permissions to use facilities such as setting up alerts for new materials added to
collection.
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DSpace groups

E_| DSpace groups

D e

= Combine users into logical groups
= Assists with the management of users
= Assign privileges to group not individuals

= Groups can be members of other groups

= E.g.
= Computer Science staff group
= Faculty staff group
= All staff group

Groups

DSpace is able to combine users into logicaligso This can assist with user management. If
you have a collection of users, all of whom need the same privileges then create a group for
them. When it comes to granting the privileges, grant them to the group rather than each
individual user.

You may wik to use groups as follows:
5. Groups for faculty from different departments:

o / NBFGS I 3INRdzL) OFff SR W/ 2YLJziSNI { OASyOS
group. Those users will then inherit the privileges associated with that group.

Users can be a mersbof multiple groups. For example an administrator may work for two
different departments. By putting them in both groups they will inherit both sets of privileges.
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Groups can be members of other groups. This can be useful if for example you want tarstruc
your DSpace groups to match your organizational structure:

1 User X is a member of the department of computer science group and inherits those
permissions.

1 The department of computer science group is a member of the science faculty group
and inherits tlose permissions.

1 The science faculty group is a member of the university staff group and inherits those
permissions.
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Special groups

cn Special groups

D e

= Two special groups:
= Anonymous:

= No users in this group. This group is used when the user
is not logged in.

= Administrator

» Contains users who should have full administrator
access.

Special groups
There are two special groups in DSpace:

1. Anonymous:
0 The anonymous group does not normally have any usgdedto it.
2. Administrator

o The administrator group contains all the users who require system
administrator level access.
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Creating the first administrator
Ej Creating the first administrator
_______________________________________________________________________________________|

= First administrator must be created directly on
your DSpace server

= [dspace]/bin/create-administrator

= Enter email address, first name, last name, and
password

= Useitto loginto DSpace

Creating the first administrator

Before any users can be assigned privileges, an initial admtoistraich be created. This
administrator can then grant privileges to other users, and can make other users administrators
also.

Creating the first DSpace user requires ditess to the DSpace server so that DSpace knows
they are a trusted user. The folving command is used to create the administrator:

91 [dspace]/bin/createadministrator
You are prompted to enter an email address, first name, last name and password.

Once this user is created, you can use it to log in to DSpace.
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Practical exercise: Create an administrator

Create an administrator

In this exercise you will create an administrator, and then use that account to log in to DSpace:

1. Launch aterminal window and change directory to [dspace]

Run the following command:
a. bin/create-administrator

Folow the prompts and enter an email address, first name, last name, and password.

Launch a web browser and open the URL of your DSpace installation

/| tAO01 2y Waé 5{L}I OSQ

Enter the email addressd password that you used abdte YR LINBaa (GKS W[ 213

button

7. . 2dz Oy 4SS (KIG @&2dz FNB t233SR Ay a |y |RY
appeared in the left hand menu.

N
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