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Module: User management and authentication options  

Module overview: 

¢Ƙƛǎ ƳƻŘǳƭŜ ōǳƛƭŘǎ ǳǇƻƴ ǘƘŜ ƳƻŘǳƭŜ Ψ!ƴ ƛƴǘǊƻŘǳŎǘƛƻƴ ǘƻ ǳǎŜǊǎ ŀƴŘ ƎǊƻǳǇǎΩ which introduced the 

concept of authentication and authorization. The management of groups will be discussed, and 

this knowledge will be consolidated by creating a new administrator and adding and removing 

their administrative privileges. 

Advanced authentication options such as LDAP, Shibboleth and IP authentication will be briefly 

introduced. 

Module objectives: 

By the end of this module you will: 

1. Understand the concepts of authentication and authorization 

2. Fully understand user and group management in DSpace 

3. Have added and removed users from groups 

4. Have a high level understanding of some advance authentication options 

 

Note  

CƻǊ ǘƘŜ ǇǊŀŎǘƛŎŀƭ ŜȄŜǊŎƛǎŜΣ ǇƭŜŀǎŜ ǊŜŦŜǊ ǘƻ ȅƻǳǊ ǎƘŜŜǘ Ψ[ƻŎŀƭ ƛƴǎǘǊǳŎǘƛƻƴǎΩ ŦƻǊ ŘŜǘŀƛƭǎ ƻŦ ǘƘŜ 

following: 

¶ How to launch a web browser 

¶ What the URL of your DSpace installation is 
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Concept: Authentication and Authorization  

 

Authentication  

Authentication (often shortened to AuthN) relates to the process of establishing the identity of a 

user. In DSpace, this requires the user to log in and identify themselves, typically with a 

password. 

Authorization  

Authorization (often shortened to AuthZ) relates to the privileges that a user may be given in 

order to do something to (for example read, write or delete) a resource. 
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User creation and management  

 

Users 

Lƴ 5{ǇŀŎŜΣ ǳǎŜǊǎ ŀǊŜ ǊŜŦŜǊǊŜŘ ǘƻ ōȅ ǘƘŜ ǘŜǊƳ Ψ9-tŜǊǎƻƴΩΦ The creation of users in covered in the 

moŘǳƭŜ Ψ!ƴ ƛƴǘǊƻŘǳŎǘƛƻƴ ǘƻ ǳǎŜǊǎ ŀƴŘ ƎǊƻǳǇǎΩΦ 

User management  

¦ǎŜǊǎ Ŏŀƴ ƘŀǾŜ ǘƘŜƛǊ ŘŜǘŀƛƭǎ ŜŘƛǘŜŘΣ ŀƴŘ Ŏŀƴ ōŜ ŘŜƭŜǘŜŘΦ ¢ƘŜǎŜ ŀǊŜ ōƻǘƘ ŘƻƴŜ ǾƛŜ ǘƘŜ Ψ9-tŜƻǇƭŜΩ 

ƳŜƴǳ ƻǇǘƛƻƴ ƛƴ ǘƘŜ Ψ!ŘƳƛƴƛǎǘŜǊΩ ƳŜƴǳΦ CƛǊǎǘΣ ǎŜƭŜŎǘ ŀ ǳǎŜǊ ǘƻ ƳŀƴŀƎŜΣ ŀƴŘ ǘƘŜƴ ŜƛǘƘŜǊ ŜŘƛǘ ǘƘŜƛǊ 

details, or delete them from the system. 
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Referential integrity  

 

Referential integrity  

DSpace uses a relational database to store its metadata. Relational databases store different 

ǘȅǇŜǎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ŘƛŦŦŜǊŜƴǘ ΨǘŀōƭŜǎΩ ŀƴŘ ǘƘŜƴ ǊŜƭŀǘŜ ǘƘŜǎŜ ǘƻ ŜŀŎƘ ƻther. For example users 

ŀǊŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ΨŜǇŜǊǎƻƴΩ ǘŀōƭŜΦ ²ƘŜƴ ŀ ǳǎŜǊ ǎǳōƳƛǘǎ ŀƴ ƛǘŜƳΣ ǘƘŜƛǊ ŜƴǘǊȅ ƛƴ ǘƘŜ ŜǇŜǊǎƻƴ ǘŀōƭŜ 

is related to the submission. This means that if a user changes their telephone number it only 

has to be changed once in the eperson table rather than duplicating the users details with every 

submission. 

These relationships are enforced by the database. What this means is that you are not able to 

delete users from DSpace if they have a relation with another database table. If a user has 

submitted any items, has items in a workflow, or items partially submitted, then these 

relationships will exist. 
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Group creation and management  

 

Group creation  

bŜǿ ƎǊƻǳǇǎ Ŏŀƴ ōŜ ŎǊŜŀǘŜŘ ōȅ ŦƻƭƭƻǿƛƴƎ ǳǎƛƴƎ ǘƘŜ ΨDǊƻǳǇǎΩ ƭƛƴƪ ƛƴ ǘƘŜ Ψ!ŘƳƛƴƛǎǘŜǊΩ ƳŜƴǳΦ 9ŀŎƘ 

group requires a name, and some members. Members can be users or other groups. Sometimes 

it is useful to use a hierarchy of groups. One example of this would be to have a group for each 

member of a research group. That group can be given privileges to submit to their research 

outputs collection. That group can then be combined with the groups for the other research 

groups in a department into a departmental group. That departmental group might be given 

read privileges on a private collection of departmental administrative documents. 

Edit and delete groups  

¢ƘŜ ƴŀƳŜ ƻŦ ƎǊƻǳǇǎ ŀƴŘ ǘƘŜƛǊ ƳŜƳōŜǊǎƘƛǇǎ Ŏŀƴ ōŜ Ŝŀǎƛƭȅ ŎƘŀƴƎŜŘ ōȅ ǳǎƛƴƎ ǘƘŜ Ψ9ŘƛǘΩ ōǳǘǘƻƴ 

ƴŜȄǘ ǘƻ ǘƘŜ ƎǊƻǳǇ ƴŀƳŜΦ DǊƻǳǇǎ Ŏŀƴ ōŜ ŘŜƭŜǘŜŘ ōȅ ǳǎƛƴƎ ǘƘŜ Ψ5ŜƭŜǘŜΩ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ƎǊƻǳǇ 

name. 

Note the previous comment about referential integrity. This also applies to the deletion of 

groups that are referred to in an authorization policy or workflow. 
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Item authorizations  

 

Item authorizations  

To edit the authorizations on a particular item, log in as an administrator, and fine the item that 

ȅƻǳ ǿƛǎƘ ǘƻ ŜŘƛǘΦ {ŜƭŜŎǘ ǘƘŜ Ψ9ŘƛǘΧΩ ōǳǘǘƻƴΣ ŀƴŘ ǘƘŜƴ ǘƘŜ Ψ9ŘƛǘΩ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ƭŀōŜƭ ΨLǘŜƳΩǎ 

ŀǳǘƘƻǊƛȊŀǘƛƻƴǎΩΦ 

You will be presented with a page where you can edit the policies for: 

¶ The item 

¶ Each bundle 

¶ Each file in each bundle 
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Only groups (not users) can be granted rights. Rights which can be assigned are: 

¶ ADD 

¶ REMOVE 

¶ READ 

¶ WRITE 

ADD and REMOVE cannot apply to files as you cannot ADD a new file to an existing file, or 

REMOVE a file from an existing file. Adding or removing files lays at the bundle level. 

The ANONYMOUS group can be used when you want to grant anonymous access. This is 

normally only for READ privileges. 
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Collection authorizations  

 

Collection  authorizations  

To edit the authorizations on a collection, log in as an administrator, and fine the collection that 

ȅƻǳ ǿƛǎƘ ǘƻ ŜŘƛǘΦ {ŜƭŜŎǘ ǘƘŜ Ψ9ŘƛǘΧΩ ōǳǘǘƻƴΣ ŀƴŘ ǘƘŜƴ ǘƘŜ Ψ9ŘƛǘΩ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ƭŀōŜƭ 

Ψ/ƻƭƭŜŎǘƛƻƴΩǎ ŀǳǘƘƻǊƛȊŀǘƛƻƴǎΩΦ 

You will be presented with a page where you can edit the policies for the collection. Policies can 

be added for the following roles: 

¶ READ / WRITE / ADD / REMOVEς items in the collection 

¶ DEFAULT_ITEM_READ / DEFAULT_BITSTREAM_READ ς These are typically used for the 

anonymous user in order to say that you wish by default (unless overridden by ŀƴ ƛǘŜƳΩǎ 

authorization policies) for items or bitstreams to have READ access 

¶ COLLECTION_ADMIN ς To grant a user or group the rights to edit items, edit the 

submitters to the collection, map items and withdraw items. 


