The DSpace CourgdJser management and authentication options

Module: User management and authentication options

Module overview:
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concept of authentication and authorization. The management of groups will be discussed, and
thisknowledge will be consolidated by creating a new administrator and addidgemmoving

their administrative privileges.

Advanced authentication options such as LDAP, Shibboleth and IP authentication will be briefly
introduced.

Module objectives:
Bythe end of this module you will:

1. Understand the concepts of authentication and authorization
2. Fully understand user and group management in DSpace
3. Have added and removed users from groups

4. Have a high level understanding of some advance authentication @ption

Note
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following:

91 How to launch a web browser

1 What the URL of your DSpace installation is
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Concept: Authentication and Authorization

Concept: Authentication and Authorization

= Two important concepts:

= Authentication (AuthN)

» The process of establishing the identity of a user

= Authorization (AuthZ)

» The granting of privileges to a user to perform an action
on a resource

Authentication

Authentication (often shortened t&uthN) relates to the process of establishing the identity of a
user. In DSpace, this requires the user to log in and identify themselves, typically with a
password.

Authorization

Authorization(often shortened to AuthZelatesto the privileges that a user may be given in
order to do something to (for example read, write or delete) a resource.
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User creation and management
om User creation and management
_______________________________________________________________________________________|

= User creation
» Coveredin module ‘An introduction to users and groups’

» User management
= Modify users
= Administer menu -> E-People -> Select E-person -> Edit
» Delete users

= Administermenu -> E-People -> Select E-person -> Delete...
Administer EPeople

Choose an action:

Help...
[ Add EPerson. .
OR
|Stuart Lewis (stuart. lewis@aber.ac.uk) |I Select E-person... | then |Edit

Users
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User management

' ASNB Oly KIFE@S GKSANI RSUIFIAfA SRAGSRE SI2yR S@y 6S
YSydz 2LIGA2Y Ay GKS WI RYAYAAGSNID YSydzp CANRGZ &S
details, or delete them from the system.
Edit EPerson stuart.lewis@aber.ac.uk:
Email: stuart lewis@aber ac_uk
Last Name Lewis
First Name Stuart
Phone: 2860
SIS
Require Certificate: [
T
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Referential integrity
o Referential integrity

= Referential integrity

= Database theory of relational databases

= Data cannot be deleted if it referred to elsewhere
= SO...

Users cannot be deleted if they own anything

» Submitted items
* [temsin a workflow
* [tems part way through submission

This maintains the integrity of the data

Referential integrity

DSpace uses a relational database to store its metadata. Relational databases store different
GellSa 2F AYTF2NXNIGAZ2Y AY RATTS NByForedigeaseSaQ Iy
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is related to the submissioithis means that if a user changes their telephone number it only

has to be changed once in the epersoblearather than duplicating the users details with every
submission.

These relationships are enforced by the database. What this means is that you are not able to
delete users from DSpace if they have a relation with another database table. If a user has
submitted any items, has items in a workflow, or items partially submitted, then these
relationships will exist.
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Group creation and management
=L Group management
_______________________________________________________________________________________|

= Group management
= Administer menu -> Groups
= Create new groups ‘Create New Group’ button
= ‘Edit’ or ‘Delete’ groups
= Users or groups can be members of groups

Group Editor Help. ..

Note that you do not need to manually add users to the "anenymous” group - all users are members implicitly.

Warning - if you try to delete a group that is referred to by an authorization policy or is a workflow group you wil get an internal
Server emor.

Creale New Group |
i Name
1 Administrator {5 || Delela,}

0 Anonymous {58 | Leleta|

Group creation
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group requires a name, and some members. Members can be users or other groups. Sometimes

it is useful to use a hierarchy of groups. One example of this would be to have a group for each

member of a research group. That group can be given privileges to stabtinédir research

outputs collection. That group can then be combined with the groups for the other research

groups in a department into a departmental group. That departmental group might be given

read privileges on a private collection of departmentdranistrative documents.

Edit and delete groups
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Note the previous @amment about referential integrity. This also applies to the deletion of
groupsthat are referred to in an authorization policy or workflow.
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Item authorizations

=l I ltem authorizations

= Edit anitem’s authorizations

» Edit an item
Item's
Authorizations:

= Assign policies to:
* The item

= |t’s bundles
» |t's files

= Policies assighed to groups not users
= ANONYMOUS group for anonymous access

Item authorizations

To edit the authorizations on a particular item, log in as an adimatds, and fine the item that
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You will be presented with a page where you can edit the policies for:

1 The item
i Each bundle

91 Each file in eachundle
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Only groups (not users) can be granted rights. Rights which can be assigned are:
1 ADD
1 REMOVE
1 READ

1T WRITE

ADD and REMOVE cannot apply to files as you cannot ADD a new file to an existing file, or
REMOVE a file from an existing file. Adding or remdilegylays at the bundle level.

The ANONYMOUS group can be used when you want to grant anonymous access. This is
normally only for READ privileges.
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Collection authorizations

Collection authorizations

To edit the authorizations on a collection, log fhan administrator, and fine the collection that
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You will be presented with a page where you can edit the policies for the colleetdinies can
be added for the following roles:

1 READWRITE / ADD / REMQyjiEems in thecollection

1 DEFAULT_ITEM_READ / DEFAULT_BITSTREAYITREs&Rre typically used for the
anonymous user in order to say that you wish by default (unless overriddenyby A (i S Y Q a
authorization policies) for items or bitstreams to have READ access

i COLLECTION_ADM]|No grant a user or groupe rights to edit items, edit the
submitters to the collection, map items and withdraw items.
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